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# ## Explainable Intrusion Detection System (X-IDS)
# ### Integrating ML with SHAP/LIME for Transparent Cybersecurity

import

import numpy

import
import

import

from
from
from
from
from
from
from
from

from

sklearn
sklearn
sklearn
sklearn
sklearn
sklearn

sklearn

pandas as pd

as np

streamlit as st

matplotlib.pyplot as plt

seaborn as sns

.model selection import train_test split, GridSearchCV
.preprocessing import MinMaxScaler, OneHotEncoder
.ensemble import RandomForestClassifier

.svm import SVC

.tree import DecisionTreeClassifier

.linear_model import LogisticRegression

.metrics import accuracy_score, fl_score, roc_auc_score

imblearn.over_sampling import SMOTE

sklearn

import shap

import lime

.feature_selection impert mutual_info_classif

import lime.lime_tabular

import tensorflow as tf

from tensorflow.keras.models import Sequential

from tensorflow.keras.layers import Dense, Dropout

import time

import json

# Configuration

pd.set_option('display.max_columns', None)

np.random. seed(42)
tf.random.set_seed(42)
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35 # --- Data Preparation ---

36 def load_and_preprocess_data(dataset_name='NSL-KDD'):

37 "“"Load and preprocess dataset with feature selection"™

38 if dataset name == "NSL-KDD':

39 # Load NSL-KDD dataset (replace with actual path)

49 df = pd.read_csv('KDDTraint.txt’, headerzNone)

41 cols = |

42 'duration’, 'protocol type', 'service', 'flag', 'src_bytes', 'dst_bytes’,
43 'land’, 'wrong fragment', 'urgent’, 'hot’, 'num failed logins’,
44 'logged in', 'num_compromised', 'root shell', 'su attempted’,
45 "num_root', ‘num_file creations', ‘num_shells', 'num_access files',
46 ‘num_outbound cmds', 'is_host login', 'is_guest login', 'count’,
47 "srv_count’, 'serror_rate', 'srv_serror_rate', 'rerror_rate’,
43 'srv_rerror_rate', 'same srv_rate', 'diff srv_rate’,

49 'srv_diff_host rate’, "dst_host_count', 'dst_host_srv_count’,

58 'dst_host_same srv_rate’, 'dst_host diff srv_rate’,

51 'dst_host_same_src_port_rate', 'dst_host srv_diff host rate',

52 'dst_host_serror_rate’, 'dst_host_srv_serror _rate’,

53 'dst_host_rerror_rate', 'dst_host srv_rerror_rate', 'label’

5t ]

55 df.columns = cols

56

57 # Convert Labels to binary (normal = 8, attack = 1)

58 df[ 'label"] = df|'label'].apply(lambda x: @ if x == 'normal’ else 1)
59

6@ # Select relevant features based on mutual information

61 X = df.drop('1abel’, axisz1)

62 y = df['label’]

63 cat_cols = ['protocol_type', 'service’, 'flag’]

64 num_cols = [col for col in X.columns if col mot in cat_cols]

85
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(13 else: # (I(IDS2017

&7 # load sample of CICIDS2017 (replace with ectual path)
68 df = pd.read_csv('CICIDS2017 sample.csv')

69 df['label'] = df{'Label'].apply(lambda x: @ if 'BENIGN' in x else 1)
78 df = df.drop('Label’, axis=1)

71

12 # Feature selection

73 X = df.drop('label’, axis=1)

74 y = df'label’]

75 cat_cols = []

76 num_cols = X.columns.tolist()

71

78 # Preprocessing pipeline

79 # One-hot encoding for categorical features
89 if cat_cols:

81 ohe = OneHotEncoder{handle_unknown='ignore', sparse=False)
82 X_cat = pd.DataFrame(ohe.fit_transform(X[cat_cols]))

83 X_cat.columns = ohe.get feature_names_out(cat_cols)

B4 X = pd.concat([X.drop(cat_cols, axisz1), X cat], axis=1)
35

86 # Normalization

87 scaler = MinMaxScaler()

88 X = pd.DataFrame(scaler.fit_transform(X), columns=X.columns)
89

% # Feature selection using mutuel information

o1 mi_scores = mutual info_classif(X, y)
2 mi_df = pd.DataFrame({'Feature': X.columns, "MI Score’: mi_scores})

X[ top_features]

% return X, y, top_features

https://doi.org/10.53982/ajerd
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# --- Model Tragining ---
def train_models(X_train, y_train}:

"*"Train and tune multiple ML models
models = {}

# Random Forest

rf_params = {'n_estimators®: [1@@, 3@e, 5887, 'max_depth': [5, 1@, 15]}
rf = GridSearchCV(RandomForestClassifier(), rf_params, cv=3, scoring='f1'})
rf.fit(X_train, y_train)

models[ ‘Random Forest'] = rf.best_estimator_

# S\

svm_params = {'C": [@.1, 1, 18], 'gamma': [8.081, 9.1, 17}

sym = GridSearchCV(SVC{probability=True), svm_params, cv=3, scoring='f1"}
sym. fit(¥_train, y_train)

models[*SVM'] = svm.best_estimator_

# Decision Tree

dt_params = {'ma¥_depth': [5, 1@, 15], 'criterion': ['gini', 'entropy']}
dt = GridsearchCV{DecisionTree(lassifier(), dt_params, cv=3, scoring='f1'}
dt.fit(X_train, y_train)

models[ ‘Decision Tree'] = dt.best_estimator_

# logistic Regression

1r = LogisticRegressioni(max_iter=1008, C=2.1}
1r.fit(X_train, y_train)

models[ ‘Logistic Regression'] = 1r

# Deep Neural Network
model = Sequential(]
Dense(128, activation="relu', input_shape=(X_train.shape[1],)}),
Dropout(@.3),
Dense{&4, activation='relu'),
Dense(32, activation='"relu'},
Dense(l, activation='"sigmoid')
1

model.compile(optimizer="adam', loss="binary_crossentropy', metrics=['accuracy'])

model.fit(X_train, y_train, epochs=28, batch_size=84, validation_split=0.1, verbose=8)

models[ "DNN'] = model

return models
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139

146 # --- XAI Functions ---

141 def generate shap explanations(model, X sample, model type=‘tree’):
142 """Generate SHAP explanations for 3 model™™"

143 if model type == 'tree':

144 explainer = shap.Treetxplainer(model)

145 elif model type == 'dnn':

146 explainer = shap.DeepExplainer(model, X sample.values)

147 else:

148 explainer = shap.KernelExplainer(model.predict proba, X sample)
149

150 shap_values = explainer.shap values(X sample)

151 return explainer, shap values

152

153 def generate lime explanation(model, X train, instance, feature names):
154 """Generate LIME explanation for a single instance™™"

155 explainer = lime.lime tabular.LimeTabularexplainer(

156 training data=X train.values,

157 feature_names=feature_names,

158 class_names=['Normal®, 'Attack’],

159 mode="classification’

16 )

161 exp = explainer.explain instance(

162 data_row=instance.values,

163 predict fn=model.predict proba,

164 num_features=10

165 )

166 return exp

https://doi.org/10.53982/ajerd 5
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168 # --- Doshboard Interface ---

169 def main():

178 st.set_page_config(layout="wide")

171 st.title("Q Explainable Intrusion Detection System (X-I05)")

172 st.markdown("""

173 Machine Learning-powered ID5 with SHAP & LIME explanations for transparent threat detection
174 mey

175

176 # Sidebar configuration

177 st.sidebar.header("Configuration”)

178 dataset = st.sidebar.selectbox("Dataset”, ["NSL-KDD", "CICIDS2817"])

179 model_type = st.sidebar.selectbox("Model”, ["Random Forest", "SVM", "Decision Tree", "Logistic Regression", "DHN"1)
180

181 # load data

182 with st.spinner("Loading and preprocessing data..."):

183 A, y, feature_names = load_and_preprocess_data(dataset)

184 A_train, X_test, y_train, y_test = train_test_split(X, y, test_size=8.3, random_state=42)
185

186 # Handle imbalance with SMOTE

187 sm = SMOTE(random_state=42)

185 A_train, y_train = sm.fit_resample(X_train, y_train)

189

190 # Troin models
191 with st.spinner(f"Training {model_type} model..."):

192 if 'models’ not in st.session_state:

193 st.session_state.models = train_models(X_train, y_train)
194 model = st.session_state.modelsmodel_type]

195

196 # Maoke predictions

197 if model_type == 'DNN':

198 y_pred = (model.predict(X_test) » 8.5).astype(int)
199 else:

208 y_pred = model.predict(X_test)

201

82 # (alculate metrics

203 accuracy = accuracy_score(y_test, y_pred)

204 1 = f1_score(y_test, y_pred)

285 roc_auc = roc_auc_score(y_test, y_pred)

206

287 # Display performance metrics

288 st.subheader("Model Performance”)

289 coll, col?, col3 = st.columns(3)

218 coll.metric("Accuracy”, f"{accuracy:.4f}")
11 col2.metric("F1 Score", f"{fl:.4f}")

212 col3.metric("ROC AUC", f"{roc_auc:.4f}")
13
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# Explanation section
st. subheader("Explainability Dashboard")
explanation type = st.radio("Explanation Type", ["Global (SHAP)", "Local (SHAP)", "Local (LINE)"])

if explanation type == "Global (SHAP)":
st.info("Global Feature Importance using SHAP")
with st.spinner("Generating global explanations..."):
# Sample dato for faster computation
X sample = X train.sanple(108, random statez42)

# Generate SHAP values
node]_for_shap = model
shap model type = "tree’ if nmodel type != ‘DN’ else 'dnn’
explainer, shap values = generate shap explanations(
mode] for shap,
X sample,
model_typezshap model type

# Plot sumnary

fig, ax = plt.subplots()

shap. sunmary plot(shap values, X sample, plot type="bar", showzFalse)
st.pyplot{fig)

# Fegture inportonce dotafrane
shap df = pd.DataFrame
"Feature': feature names,

"Inportance’: np.abs(shap values).nean(8)
}).sort_values('Inportance’, ascending=False).head(10)

https://doi.org/10.53982/ajerd 7
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elif explanation_type.startswith("Local (SHAP)"):
st.info("Local Explanation for Individuzl Prediction using SHAP")
instance_idx = st.slider("Select instance", 8, len(X test)-1, 58)
instance = X_test.iloc[[instance idx]]
actual label = "Attack™ if y test.iloc[instance idx] == 1 else "Normal®
pred label = "Attack” if y pred[instance_idx] == 1 else "Normal"

st.urite(f"**actual:** [actual label} | **predicted:** [pred label}™)

with st.spinner("Generating local SHAP explanation..."):

# Generate SHAP values

model for shap = model

shap model type = 'tree’ if model type != 'DNN' else 'dnn

explainer, shap values = generate shap explanations(
model for_shap,
instance,
model type=shap_model type

# Force plat
st.subheader("SHAP Force Plot")
fig, ax = plt.subplots()
shap.force_plot(

explainer.expected value,

shap_values[@],

instance,

matplotlib=True,

shou=False

)
st.pyplot(fig)

# Waterfall plot

st.subheader("Feature Contribution")

fig, ax = plt.subplots()

shap.plots.waterfall(shap_values[@], max_display=18, show=False)
st.pyplot(fig)

https://doi.org/10.53982/ajerd

Kwubeghari et al.



https://doi.org/10.53982/ajerd.2025.0802.32-j
https://doi.org/10.53982/ajerd

https://doi.org/10.53982/ajerd.2025.0802.32-j

Volume 8, Issue 2

281
282
283
284
285
286
287
238
289
200
201
292
293
204
295
206
207
293
209
3600
361
382
383
384
385
3686
387
383
389
319
i
312
313

else: # LIME explanation
st.info("Local Explanation for Individual Prediction using LIME")
instance_idx = st.slider("Select instance", 8, len(X test)-1, 188)
instance = X test.iloc[[instance idx]]
actual label = "Attack" if y test.iloc[instance_idx] == 1 else "Normal"
pred_label = "Attack" if y pred[instance_idx] == 1 else "Normal"

stowrite(f"**actual:** {actual label} | **Predicted:** [pred label}")

with st.spinner("Generating LIME explanation..."):
# Generate LIME explanation
exp = generate_lime explanation(
model,
X_train,
instance.iloc[®],
feature_names

# Show explanation
st.subheader("LIME Explanation™)
st.urite(exp.as_list())

# Visualize
fig = exp.as_pyplot_figure()
st.pyplot(fig)

# Show raw features
st.subheader("Instance Features")
st.dataframe(instance)

if _name_ == " main__
main()
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